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Hosted Web Security

The Websense Hosted Web 
service centralizes Web 
protection across multiple 
gateways, locations, and 
roaming user sites, eliminating 
the need for additional servers 
or administrative overhead at 
remote locations.

Today’s Internet threats are more invasive and abundant than ever before, and the 
nature of attacks is constantly changing. In fact, according to Websense® research, 
over 60 percent of the top 100 sites either hosted malicious content or contained 
a masked redirect to an illegitimate site. Websense understands both the content 
and the context of the Internet landscape through its industry-leading Web 
security protection. Websense Hosted Web Security provides centralized Web 
malware, spyware, and antivirus protection as well granular Internet filtering—all 
with a hosted deployment model that provides centralized management for any 
type of environment, including those with remote employees or distributed  
office locations. 

Organizations can deploy Websense Hosted Web Security as an independent 
hosted solution, or as a complementary component of layered Web protection 
with on-premise Websense Web Security. Backed by industry-leading service 
level agreements (SLAs), Websense Hosted Web Security reduces business 
complexities and saves time and expenses.

Websense is the established global leader in Web security. Backed by our 
proprietary Websense ThreatSeeker™ Network, Websense Hosted Web Security 
leverages the technology trusted by thousands of businesses worldwide to provide 
a hosted model for Web security—with no software, hardware, installation, or 
maintenance required onsite.

How It Works
Acting as a proxy, Websense Hosted Web Security 
proactively discovers and blocks threats at the 
Internet level and helps enforce employee Internet 
usage with no need to deploy on-premise 
equipment. The service is easy to deploy for 
organizations of all sizes and provides high 
availability with Websense global data centers, 

which are load-balanced, highly available clusters 
positioned in 10 locations worldwide.  
Websense data centers are certified to ISO 27001 
standards, providing standards for the highest 
degree of security, privacy, and confidentiality—
backed by industry-leading SLAs to ensure 
uptime and availability.

“One of the best things 
about Websense is its 
continued investment 

in innovative security. I 
honestly can’t imagine 

what our security posture 
would be like if we 

didn’t have products 
backed by the Websense 

ThreatSeeker Network, 
which is the best set of 
security categorization 

and detection 
technologies we have 

seen available on  
the market.”

Beth Cannon 
Chief Security Officer  

Thomas Weisel Partners

Websense Hosted Web Security provides centralized Web malware protection and granular Web 
filtering.
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Websense ThreatSeeker Network
The Websense ThreatSeeker™ Network 
adaptive security technology uses 
more than 50 million real-time data 
collecting systems that continuously 
monitor Internet content—including 
new and dynamic content—for zero-
hour protection from emerging threats. 
This research and intelligence is fed, in 
real-time, to the Websense solutions 
portfolio. As a result, Websense is 
able to adapt to the rapidly changing 
Internet at speeds not possible by 
traditional security solutions.

Websense Hosted Web Security Is Available in Two Modules: 
 
Web Filter
Web filtering provides comprehensive and accurate management of Internet 
usage, including filtering for productivity and bandwidth-draining Web sites. 
Through granular and configurable policies, organizations can set enforcements to 
manage employee Internet access, all through a centralized, secure interface for 
all users in any location. Even in complex, distributed environments or those with 
roaming users, managing Web usage policies is simple, scalable, and predictable, 
reducing business costs and network complexity. 
 
Web Protection
Web protection provides zero-hour security against blended and Web-based 
threats such as viruses, Trojan horses, worms, spyware, and other forms of malware 
by processing all Web content, including webmail, through the Websense service 
to remove malicious code before it reaches the network. Using a combination 
of commercial antivirus scanning, the Websense ThreatSeeker™ Network, and 
correlated heuristics, Websense provides the best Web protection available today. 
And because the protection is hosted and centralized, securing the network 
environment and business assets is easier than ever. 
 
Benefits

•	 Protects against Web-based threats including viruses, Trojan horses, worms 
and phishing attacks 

•	 Prevents lost productivity through unauthorized or excessive employee Web 
usage

•	 Safeguards employees from illegal or inappropriate Web content

•	 Reduces the complexity of managing Web security in distributed or growing 
environments and for mobile users

•	 Reduces costs by optimizing network bandwidth availability

•	 Eliminates the risk and uncertainty of managing a solution onsite

•	 Provides transparency to the end user with no noticeable latency

•	 Integrates with Active Directory for seamless user-based policies and 
reporting

•	 Handles mobile users with ease without requiring client-based software
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For more information, to start a free trial of Websense Web solutions, or  
to view an online demo, visit www.websense.com/evaluations.
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Summary
Websense Hosted Web Security 
provides protection at the Internet 
level, ensuring a productive and 
malware-free environment for 
employees using the Internet.
 
•	 Reduce business complexities and 

save time and expenses with a 
hosted solution 

•	 Enable centralized security within 	
distributed organizations for remote 
offices and employees 

•	 Implement as stand-alone or with 
on-premise Web security for a 
layered solution

The Dynamic Web

The Known Web
The Unknown Web

The Web security landscape is changing: heavily-trafficked sites contain the most dynamic content, 
which bypasses most legacy security systems.


