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Initially, these hackers were
interested in notoriety. They
copyrighted their viruses
and even put their contact
information into the code.
Today the motivation is

pro t, not pro le. The result
is attacks that stay out of the
news but not out of the data
stream.

Executive Summary

The very nature of business communication has changed fundamentally with the explosive growth of
the Internet over the last several years. As enterprises invest ever-increasing time and resources into
ensuring network availability and performance, the opportunity for catastrophic failures due to security
holes becomes more and more prevalent. Traditional network defense approaches have not kept

pace with the sophistication of applications on the Internet, which use email and the Web as primary
communications methods. As applications have become more dynamic and sophisticated, so too have
the malicious attacks that take advantage of the access granted by these applications.

Is your enterprise prepared to protect its most mission-critical business applications from would-be
attackers?

This paper examines the current challenges faced by security practitioners, as well as the requirements
for comprehensive security across the enterprise. The reader will learn about how Secure Computing®
Corporation is addressing these issues across the vulnerable areas of the enterprise network: Web

and Mail Communications, Network Firewalls, and User Identity across all gateways. Powered by our
TrustedSource technology, our award-winning solutions proactively protect our customers mission-
critical business applications from all manner of Internet-borne threats.

The Changing Face of Enterprise-Security

Just a few decades ago, no one worried about enterprise data security. The only people who had access
were computer programmers and the only way they could steal data would be to physically remove

it from the building on oppy disk or magnetic tape. However, the advent of the Internet provided

a service entrance directly into corporate data around the world, and the rst generation of online
hackers quickly realized the havoc they could wreak.

Initially, these hackers were interested in notoriety. They copyrighted their viruses and even put
their contact information into the code. Today the motivation is pro t, not pro le. The result is
attacks that stay out of the news but not out of the data stream. Here are some key statistics on just
how much money can be made by enterprising hackers:
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New technology allows malware-makers to change the binary signature of their virus so that new
versions can be pushed out every few hours far faster than any anti-virus software can detect, analyze
or update. In fact, in 2004 pundits estimated that an unprotected computer attached to the Internet
will be infected within 20 minutes. By 2007, that number was closer to 60 seconds. And they have
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The proof that traditional security measures don t work is everywhere:
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defenses deployed.

00 Forrester asked IT professionals about their use of Web 2.0 technologies and how protected they
8 0 T
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enterprises will be infected
with undetected, nancially
motivated, targeted malware
that evaded their traditional
perimeter and host defenses.
The threat environment
ischanging  nancially
motivated, targeted attacks

are increasing, and automated

malware-generated kits allow
simple creation of thousands
of variants quickly.

Gartner s Top Predictions for IT
Organizations & Users, 2007
and Beyond

December 2006

The Internet, and Internet
applications, will be the
primary source of malware
infections in enterprise in
2008 and beyond (0.8 prob).
Malware lItering in the
web gateway will increase
0] A
0
2011, driven by the emerging
supply of more consolidated
and scalable solutions and
the increasing threat of Web
applications. (.8prob).

(Source: Gartner, The Growing
Web Threat 13 April 2007,
Peter Firstbrook)
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that the top ve e-crimes perpetrated by outsiders were: virus, worms or other malicious code
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The need for security across the enterprise has been recognized since the earliest days of the Internet.
In those days, installing a network rewall and deploying an intrusion detection system were

adequate steps to control unwanted traf c. Over time, Internet use has changed dramatically, and
correspondingly, new threats such as spam, phishing, data leakage, and malware have emerged.
Internet-enabled applications and corporate intranets are now mission-critical business processes. Most
companies have fundamental and critical business infrastructures operating both inside their corporate
network and exported to customers and partners over the Internet. This includes inbound access for
remote employees, partners, and customers, as well as employees reaching beyond the edge of the
internal network to communicate with customers and partners to conduct business.

Furthermore, the fundamental nature of the Web itself has changed. We have now entered the era of
Web 2.0 wherein the following key characteristics apply:

1. Applications are live. Processing is distributed across servers and clients, with the help of an
Asynchronous JavaScript with XML (AJAX) engine that serves as the intelligent processor of
information on the browser client.

2. Communication protocols are no longer being used strictly for their original purposes.
For example, HTTP is now commonly used for email (Web mail) and instant messaging for le
transfers (over xmpp).

3. Communication services are embedded across systems and applications, with each having the ability
to communicate with a host or each other.

Meanwhile, the bad guys have gotten more sophisticated. Simple denial-of-service attacks and network
penetration attacks have been replaced by a large set of sophisticated and insidious attacks. Blended
attacks like the 2007 Storm phenomenon have become exceedingly pro table for their senders,

while insertion of malware on internal networks and the conversion of corporate desktops into zombie
computers to use as proxies in future attacks give intruders unfettered access to the most critical
elements of your infrastructure.

Given the rapid changes in corporate IT environments, security on the gateway must have several
important characteristics:
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Current Approaches to Enterprise Security

The core problem for corporations today is that most existing gateway security approaches suffer from
one or more of the following shortcomings:

00 00000CIOOI0DIOIoO0I000i00000 0000 0i0Coi0I0IonC 0o ConoI000 000000000 0No00 Oi0 0000000000
or emails for conformance with pre-de ned signatures and heuristics has a role in a secure
environment, it is not enough and is ineffective against evolving and blended threats. In today s
rapidly morphing threat environment, many attacks are not small variations of known threats, but
really brand new, rapidly morphing, malware.

Enterprise Security: A Necessity for Any Company on the Internet 4
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employ techniques such as packet Itering and stateful inspection and do not have any knowledge
of the actual application being transmitted. For example, a gateway rewall that employs only
packet Itering and stateful inspection will not detect a Web response that might contain a malicious
scriptin it.

R 0
new forms of communication over the Web, companies have been forced to deploy a variety of
standalone point products that perform limited functions with no ability to communicate with
devices on other platforms. This has resulted in a high cost of ownership for these solutions.

Intrusions

Encryption
Compliance
Anti-spam
Anti-virus I I

Firewall

-

Figure 1: Multiple disparate point products cluttering the gateway

Imperatives for Enterprise Security

The concept of a comprehensive set of solutions for enterprise security was rst explored by
Secure Computing in response to feedback received from many of its largest corporate and
government customers.

Each of these cases demanded a common set of requirements to address a common set of problems.
As these corporate networks had evolved with the growth of the Internet, they added extensive
capabilities in the areas of Web and extranet services, expanded their messaging infrastructure to
handle a massive increase in message activity, and deployed their employees in multiple satellite of ces
and other remote locations around the world. Over the years, these customers had addressed their
security issues one-by-one, but had reached a point where the cost of owning multiple disparate point
solutions was prohibitive.

As a result, Secure Computing developed a vision for comprehensive security on the enterprise gateway
that embodies the following core design principles:

00 Appliance-based delivery All security functionality related to application intelligence and
awareness needs to reside on a contained appliance. These appliances must be built on a secure
operating system platform, have a regulated set of interfaces to external systems, and be encased
in strong, tamper-proof hardware. Essentially, the appliance must mitigate the many security
management problems of deploying software on a standard operating system-server con guration.

00 Application and content visibility and control Today s security attacks have progressed far
beyond the network and protocol level to that of the application and content. The gateway needs
a deep knowledge of the underlying communication, an understanding of the context of the
T

00 Centralized policy, management, and reporting The security gateway must have the ability to
be centrally con gured, provisioned, and managed. This, along with consolidated reporting, should
provide immediate feedback on the effectiveness of the security appliance while helping reduce the
cost of ownership.

00 Bi-directional protection The security gateway needs to effectively scrutinize inbound traf ¢
in order to block bad traf ¢ from entering the network, while simultaneously performing deep
inspection of outbound content to protect against leaks of con dential information or intellectual
property.

Enterprise Security: A Necessity for Any Company on the Internet 5
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00 Proactive protection With the rapid increase in botnets, zombies, and blended threats that span
the globe, the ability to know immediately what could be dangerous is imperative. A gateway
security system should be able to effectively thwart these global attacks in real time.

00 User management and education The security gateway needs to protect all types of sensitive
data automatically, with easy-to-manage policies, comprehensive audit trails, and employee
feedback loops.

00 Performance as traf ¢ volumes increase exponentially, the gateways must be able to keep up and
scale for performance without having to replace them, or take them off-line for major upgrades.

00 Resiliency security gateways should not introduce points of failures to the mission at hand.
Gateways today must provide complete high availability and hardware redundancy for continuous
24 x 7 operation.

00 Environmentally Smart With cooling and data center costs rising exponentially, Secure appliances
offer the smart choice with virtualized systems. Additionally Secure appliances fully comply with EU
and US regulations for recycling and limitations on chemicals and components.

Secure Computing: Providing the Next Generation in
Enterprise Security

Secure Computing has developed its enterprise gateway security platform to provide a comprehensive
set of security solutions for the critical areas of any company s interface with the external Internet:

Secure Web  The Secure Web (Webwasher) product line up delivers comprehensive protection
against malware, viruses, data leakage, and Internet misuse (Web Itering and more), while ensuring
policy enforcement, regulatory compliance, and a productive application environment.

Secure Mail Secure Mail (IronMail) solutions provide Inbound defense against spam, viruses, denial-
8 0 A

Secure Firewall Secure Firewall (Sidewinder) appliances provide the strongest, most comprehensive
protection available today against both known and unknown attacks. Secure Computing s Secure

0 0 0 A T
UTM functionality.

Secure SafeWord Secure SafeWord products provide safe access to applications, data, and resources
through policy-driven security and two-factor authentication.

Individually and collectively, Secure Computing appliances share the following core attributes:

1. Best-of-breed security functionality in each respective category. Each product is recognized in its
class for its ability to provide the best local security protection with a core understanding of the
application level protocols and content that they protect.

2. Hardened appliances with secure operating systems. Secure Computing appliances run on
high-performance operating systems that are optimized for the highest security possible. Using
a philosophy of a positive security model, all non-essential functions are removed, and only
approved applications and functions are permitted to run.

3. Integration through their ability to communicate and share information with each other using
open protocols such as the Internet Content Adaptation Protocol (ICAP), and by their ability to be
managed using a common administration and policy framework.

4. Proactive protection using TrustedSource global intelligence. Each of Secure Computing s Enterprise
Security products integrates with the TrustedSource network, which provides real-time reputation
information on any entity on the Internet to more effectively guard against unknown threats.

5. Bi-directional protection to keep bad data from coming in and good data from leaking out.

Enterprise Security: A Necessity for Any Company on the Internet 6
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Figure 2: TrustedSource is in constant contact with thousands of individual sensors around the world, resulting in
the world s most comprehensive database of reputation information. Information aggregated by TrustedSource
is shared with Secure Computing appliances, enabling them to make instant determinations about an entity s
reputation.

TrustedSource Proactive Security That Harnesses the
Network Effect

Secure Computing TrustedSource is a unique and comprehensive Internet reputation system that adds
a new dimension of proactive security to existing methods. TrustedSource is the world s rst database
to maintain reputation information about every entity connected to the Internet. Originally developed
to protect messaging applications by assigning reputation scores to IP addresses, TrustedSource has
evolved over the years to become a comprehensive repository for reputation on not only IP addresses,
but domains, speci ¢ messages, URLs, and images as well. TrustedSource provides the rst layer of
defense by denying Internet connections to unwelcome traf c at the network edge. By evaluating
entities based on their past behavior, a more accurate picture of their intentions and legitimacy can be
discerned. For example, has the entity engaged in spamming, virus distribution, or phishing attacks?
If they have, TrustedSource knows and ags any connection attempt. Has the entity ever been seen
before? If not, TrustedSource pays close attention to ensure that the entity is not a zombie machine
being controlled remotely by a hacker for nefarious activities.

The most powerful attribute of TrustedSource is that it becomes more effective and useful as it
collects more data. Secure Computing products that use TrustedSource typically contribute aggregate
information back to its database, thereby embodying the network effect. Today, thousands of
individual nodes in hundreds of countries around the world observe upwards of 110 billion messages
plus hundreds of millions of URLs per month, continuously reporting that data to TrustedSource for
integration into the database.

Senders

(4

Bad Reputation
Good Reputation

¥

+

Request
Response

Figure 3: Based on reputation information provided by TrustedSource, Secure
Computing appliances are able to determine with unmatched accuracy whether or not
a particular entity should be permitted to connect to the enterprise network.
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A Credit Rating System for the Internet

The concept of reputation monitoring spreads across multiple aspects of everyday life. Lenders check
your credit score to determine past scal responsibility and generate an expectation of future nancial
reliability. Insurance companies base their coverage and rates on actuarial risk tables created by
analyzing multiple generations worth of aggregate data. Operating in much the same way as these
fundamental elements of our society, TrustedSource monitors and assigns a reputation score to each
and every entity connected to the Internet by analyzing past behavior. These scores are provided in
real time to Secure Computing s suite of Enterprise Security appliances and services, allowing them to
instantly judge the reputation of all entities encountered.

Credit Agency
( N
aioooo
O00monoo
ooooionooon Oo0Orooooo 000000000100000

(00000000
00oooooo

000000000 Deny / Approve Loan Deny / Approve Access

Figure 4: Functioning in the same manner as a credit agency, TrustedSource provides reputation scores that
determine the connection worthiness of a particular entity when it attempts to connect to the enterprise network.
These scores are extremely granular and can fall anywhere in a continuum from 216 to 216,

Secure Web Solutions

Organizations can do more over the Web today than ever before. Often referred to as Web 2.0,

today s Web offers a dynamic, real-time user experience. Static information is now replaced with user

contributed content and applications. Interactive Web applications, blogs, wikis, podcasts, and RSS

feeds are commonly used throughout the enterprise. As use of the Web continues to grow and evolve

with adoption of Web 2.0 applications, virus outbreaks and other forms of Web-borne threats known as
malware continue to grow as well.

Widely deployed reactive security solutions based on a negative security model of blocking known
bad behavior and content (such as signature-based anti-virus and category-only URL Itering), while
providing vital security, were not designed to combat today s Web-borne malware and clever threats,
hidden inside seemingly good HTTP or HTTPS traf c. And since today s malware attacks are most often
targeted at individual organizations, detection becomes increasingly more dif cult.

The adoption of Web 2.0 applications by the enterprise requires a security solution for Web 2.0.

Security in the Age of Web 2.0

Traditional protocol usage has morphed in the Web 2.0 era to address applications that were not in
existence when these protocols were initially developed.

0 0t T A
communications. This opens up the enterprise to both data leakage and inbound security concerns.

00 0000010000000I000000000000I0000000nomEn0D000I0niib0000mO00I0 000 OmNiDnoIDIo0min0o0nn
for Web 2.0 applications with legitimate business uses such as hosted customer relationship
management software (e.g. SalesForce.com) as well as providing privacy for Web-based email users.

Enterprise Security: A Necessity for Any Company on the Internet 8
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As a result of the security vulnerabilities introduced by this change in protocol usage, requirements for
legacy URL Itering (which categorized Web sites so that enterprises could manage liability, bandwidth,
and productivity) now have to broaden because security and data leakage are now the primary drivers
for a Itering solution. Legacy Itering solutions were deployed on a multitude of platforms including

rewalls, proxies, and caching devices as an optional add-on. These platforms provided an inexpensive
place for an organization to managed liability, bandwidth, and productivity. With Web 2.0, Itering
now belongs on a dedicated Web gateway appliance in order to address its expanded scope. It must
provide bi-directional proactive protection against malware and data leakage across all these protocols
and applications.

Internet threats have also changed in that not only are Web protocols now used for email and email-
like communication (Webmail and IM), but sophisticated attacks commonly use multiple protocols
to carry out their attacks. This requires that Web and mail security solutions work together by sharing
knowledge.

Secure Computing s Secure Web Solutions

Secure Computing Secure Web (Webwasher) appliances protect enterprises from malware, data leakage,
and Internet misuse, while ensuring policy enforcement, regulatory compliance, and a productive
application environment. These platforms analyze traf c bi-directionally. Inbound, they isolate and
eliminate threats from all types of malware, such as zero-day threats, viruses, Trojans, spam, phishing,
and denial-of-service attacks. They employ the most sophisticated behavioral and signature-based
techniques for stopping malware and zero-day attacks as well as patented content analysis software for
stopping data leakage. Secure Computing gateways use a deep knowledge of the underlying protocols
and application behavior combined with TrustedSource-powered global intelligence to make security
decisions.

In addition to preventing virus propagation and unwanted Web site access, Secure Computing s

Secure Web solutions help customers achieve regulatory compliance and prevent data leakage via the
Web. Secure Computing Web Mail products are able to decrypt and scan incoming and outgoing

SSL traf ¢ as well as Web mail, both to prevent the spread of malware and to prevent sensitive
documents from unauthorized distribution. Even in instances where some security controls are in

place, if the enterprise user is communicating over an SSL-encrypted link (such as HTTPS) there is
typically no mechanism in place to decrypt and inspect the traf c. For organizations with advanced DLP
requirements, Secure Web solutions provide the perfect platform to implement third-party DLP engines.

The very nature of Web-based communication leaves enterprises exposed to all manner of threats.
Because Web traf c travels through port 80, this port is normally left wide open, allowing would-be
intruders or other unwelcome visitors easy access into enterprise networks. Many enterprises attempt to
limit Internet traf c by relying solely on lists of banned URLs, a strategy that fails to take into account
the real-time ability of malware to infect any machine it encounters. Any user who visits a malicious site
that has not yet been identi ed and added to the list is at risk of infection or other malicious intent.

Inappropriate use

Secure Web (Webwasher)

An -virus
URL Itering

SSL scanning
N ~ WebMail/IM protec on
\I\\I\]I‘ An -malware

Data leakage/compliance

[~=]

Gnutella:80

Firewall

h p/XMPP:80

1 http://www.securityfocus.com/infocus/1657
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Malware will eventually
attack every IT environment,
including endpoint security
components. Smartphones,
1

X, and other sophisticated
operating environments will
attract malware interest in
proportion to their installed
base. Infrastructure will not
0o o A

be misdirected through
compromised routers,

DNS, or search engines and
computers attacked through
compromised software update
services.

Source: Burton Group Security
and Risk Management
Strategies report: Malware,
Cybercrime, and a Full Spectrum
Defense. v1 7 Dec 2007

Secure Mail (IronMail) Solutions

Messaging today is far more than just email on a desktop client. It s public and private Webmail
0

Email s ubiquitous nature has made it the target of choice for many security attacks. Spam exploded
0 1
become more sophisticated as well, with spear phishing on the rise.

Bi-Directional Monitoring and Enforcement

Like Web and general network traf ¢, messaging now represents a bi-directional challenge. Inbound

threats such as spam, image spam, phishing, viruses, denial-of-service attacks, and intrusion attempts

are at all-time highs, and are becoming much more sophisticated and targeted. At the same time,

outbound data leakage and regulatory compliance have become well-publicized liabilities for

enterprises. Users can easily attach con dential documents to emails, enabling sensitive information to
nd its way outside the network.

Encrypt for Security;
Decrypt for Inspection

Decrypt for SSL sessions
Secure Mail for inspection
(IronMail)

Info Leakage & Compliance
- Bi-directional Corporate Policy
« IP Protection

Protection against viruses, worms; + Regulatory Compliance

signature & zero day protection

Spam & phishing protection
with highest catch rate
and least false positive

Stop intruder attacks such as App/lcahon Gateway

mail bombs with email FS/IPS

The effort to protect critical business assets including intellectual property, trade secrets, and customer
data has forced companies to examine how they protect electronic assets from outside threats and
employee misuse. According to IDC*, several of the top ten issues being faced by IT organizations
involve threats to sensitive data, including:
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* Source: IDC Worldwide Security Compliance and Control 2006-2010 Forecast and Analysis: Going Beyond

Compliance to Proactive Risk Management, Doc #203350, Sept. 2006 IDC, Enterprise Security Survey,
2006: The Rise of the Insider Threat, Doc #204807, Dec. 2006

More and more, enterprises are developing requirements around automated methods for detecting
when a policy has been violated, enforcing those policies without changing end-user behavior,
training employees to improve compliance, and providing forensic and compliance reports to
executives and auditors.
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