Authentication + Authorization +
Manageability = Access Control

* Manage all your access points with a
single, integrated solution.

e Control who can go where-with flexible
role-based authorization.

® Profect any Web server and provide
single sign-on, personalization, and
session management with the Universal

Web Agent.

¢ Save time and money through Web-based
user enrollment and deployment.

¢ Handle any number of users—from smalll
pilots to millions.

e Use the Authentication Broker to extend
authorization capabilities to your existing
infrastructure, such as ActiveDirectory or
legacy token systems.

SafeWord™

age multiple access points and
tect applications with a single product
afeWord™ PremierAccess™ allows you to
seamlessly manage user access to Web, ven and
network applications. With a single manage-
ment console and user directory, PremierAccess
lets you secure all your access points without
the expense and complexity of integrating mul-
tiple systems from different vendors.
PremierAccess integrates with all these applica-
tions: Web, ven, Citrix®, Windows, remote
dialup, UNIX, ssH, Oracle, Novell, and more.

Open e-business doors with the

right access control system

Security used to mean locking the doors and
assuming everyone was a threat. But e-business
today requires that you welcome your remote
customers, vendors, business partners, and
employees—giving them easy, efficient, yet
controlled access to your resources. PremierAccess
is a cost-effective way to gain the appropriate
level of security for your resources, while
opening your doors for e-business.

Protect access to your Web resources
The unique Universal Web Agent provides
authorized user access to a wide range of Web
applications, allowing cross domain single
sign-on, personalization of content, and session
management. All this can be done without
custom integration, regardless of the specific
type or version of the Web server.

Strengthen VPN security

vPNs provide secure tunneling directly into
the heart of your networks, making user
authentication and authorization more impor-
tant than ever. PremierAccess provides seamless
authentication support for all major vex
vendors including Check Point, Cisco, Alcatel,
Nortel and Microsoft.

SAFEWORD
PREMIERACCESS
Product Brief

PremierAccess

Manage all your users and access points with
one powerful access control solution

Control who can go where—with
personalized, role-based authorization
Identifying users is the first step, but it’s equally
important to control where they can go and
what resources they can access. PremierAccess
provides granular authorization based on a
user’s role or relationship to the organization.
Users can also view personalized Web pages
based on their specific roles.

Choose the right authenticators for
the appropriate level of security
PremierAccess supports every authentication
technology including passwords, tokens, digital
certificates, smart cards, Uss tokens, wireless
devices, and biometrics. PremierAccess lets you
match the strength of your authenticators with
the security requirements of the resources
being protected.

Unique Authentication Broker

manages external directory systems
PremierAccess has the powerful ability to broker
authentication to ActiveDirectory or RADIUS-
based systems. This allows you to extend the
access control and authorization capabilities of
PremierAccess to your existing infrastructure.

Easy and practical to manage
PremierAccess is easy to deploy and manage
with user-self enrollment, centralized or dele-
gated administration, and help-desk function-
ality. The Web-based Enrollment Center allows
administrators to create reservations—assign-
ing roles and authentication methods—for
groups of users. This allows the users to self
enroll using a Web-based form.

Advanced Deployment Capabilities
The PremierAccess Enrollment Center provides
a powerful deployment platform with the
ability to deliver digital certificates, software
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Administration console: Eusily manage users, roles,
access policy, sessions, and authenticators from this cen-
tral console. Administration and help-desk capabilities
allow you to delegate support tasks according to your
needs.
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User enrollment screen: 7his Web-based enroll-
ment system saves you time and money registering
users, assigning authenticators, issuing digital certifi-
cates, and deploying client software.
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VPN authentication

Alcatel 7130 Secure VPN

AT&T Global Network

Certicom movianVPN

Check Point VPN-1/Firewall-1

Cisco Concentrator 5000 &
Altiga 3000

Microsoft Windows 2000

Nortel Contivity

SafeNet SoftRemote™

Secure Computing Sidewinder
VPN gateway

SonicWALL VPN

Software Development Kits
(SDKs)

Administration

Authentication

SofToken Il

Supported platforms
Windows 2000
Sun Solaris 7 and 8
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tokens, and client software to end-users, saving ~ which provides fully automated programming,
enormous amounts of administrative time. assigning, packaging, and delivery of hardware
This can be used in conjunction with Secure tokens directly to end-users or remote offices.
Computing’s Token Deployment Service (TDs)

SafeWord™ PremierAccess™

Manage multiple access points Manage multiple access points

e Seamless integration and interoperability with Web, VPN, e |everage your existing infrastructure and manage
Citrix, Windows, dialup, UNIX, SSH, Oracle, Novell and user access to all your applications with a single
more. product.

Universal Weh Agent Universal Web Agent

e Protect any and all types of Web servers without e Protect your resources awhile personalizing user access
customization. and providing the convenience of single sign-on.

e Provide single sign-on capabilities across domains, per-
sonalize content, and manage user sessions.

Strengthen the security of VPNs Strengthen the security of VPNs
o Add user authentication and authorization to e VPNs create a secure tunnel into your network,
VPN connections. making PremierA_ccess’s ability to positively identify
o Supports VPNs from all major vendors including Alcatel, users and authorize where they can go even more
Certicom, CheckPoint, Cisco, Nortel, and Microsoft. important.
Authentication options Authentication options
e Supports passwords, dynamic password tokens, smart e Map the strength of each authenticator to the security
cards, USB-tokens, biometrics, and wireless and PC required for each protected resource.
device authentication. e Virtual Smart Card server provides mobility and secu-
e Embedded PKI capabilities and unique Virtual Smart rity without additional hardware expense.
Card server allow you issue x.509 digital certificates or .

Brokered authentication lets you extend authorization

use certificates from all major PKI vendors. capabilities to users in external systems.

e Authentication Broker to ActiveDirectory and RADIUS

systems.

Role-based authorization Role-based authorization

e Control who can go where with flexible authorization e Provide fine-grained control of each user's—or group
capabilities. of users—access rights. The powerful role-based sys-

e Create roles that reflect your users’ relationship(s) to tem allows you to create multiple access rules, assign
your organization, them to roles and assign multiple roles to various

users. This provides a powerful and flexible way to

e Manage all your access control rules with powerful ACLs manage and enforce your organization’s access policy.

(access control lists).

e (Create comprehensive access rules that include roles,
IP addresses, time-of-day and authentication strength.

Manageability and ease of use Manageability and ease of use

e Web-based enrollment server with self-registration capa- o User self-enroliment dramatically reduces the time
bilities. and expense of adding new user accounts and deploy-

o Deployment platform for client software and SofToken II. ing client software and software-based tokens. And

count on your resources being safe 24x7 with

e Manage distributed users from a central location. PremierAccess mirroring capabilities

e Real-time mirroring to multiple servers.

Industry standards compliance Industry standards compliance
e [DAP v2/v3 e PKIX-RFC 2459 e RADIUS e Protects your investments in existing equipment through
e Microsoft CryptoAPl e PKCS #11 o SSL standards-based interoperability and compatibility.

Secure Computing Corporation: www.securecomputing.com

Corporate Headquarters European Headquarters
48!0 HARWOOD ROAD EAST WING, PIPER HOUSE
SAN JOSE, CA 95124 USA HATCH LANE

WINDSOR SL4 3QP UK
TEL  +1.800.379.4944

TEL  +1.408.979.6100
FAX  +1.408.979.6501 FAX  +44.1753.410901

TEL  +44.1753.410900

© Oct. 2001, Secure Computing Corporation. All Rights Reserved. SafeWord, SafeWord Plus, PremierAccess, Sidewinder, Type Enforcement, SecureOS, SofToken,
Strikeback, SmarfFilter, Safe, secure extranets for e-business, and Access control without limits are either registered frademarks or trademarks of Secure Computing
Corporation. All other trademarks, tradenames, service marks, service names, and images mentioned and/or used herein belong to their respective owners.



